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Prerequisites/Notes

e Admin credentials of Keycloak instance master realm
e Credentials for connecting to the infrastructure of indexing servers

Steps

1. Go to “/etc/docker/deployment/fabric-network/test-network/addCountry”’

2. Run “addCountry.sh up -country <two_letter_country_code>" ex.: “addCountry.sh up -country
ua”

3. If everything goes successfully, go to “/etc/docker/deployment/fabric-network/scripts/add-
country-scripts” and check if “.tmp” file contains all deployed countries (the file content should
look like "It ee Iv pl ua", if the 'ua' was added as a new indexing server).

4. Open browser and go to “https://sso.playground.ecmrd.eu/auth/”

5. Login with administrator account and create a realm with a name of two letter country code
(lowercased)

6. Go to “/etc/docker/deployment”’, open “docker-compose.infra.yml” and update “keycloak”
service with required Traefik variables for newly added realm (you must wait a minute or two
until keycloak instance reacreates)

#P mc [root@ecmr-hH-test-instance-1]:/etc/docker/deployment —

Figure 1. Update example of 'docker-compose.infra.yml" file

7. Save the updated file and run “docker-compose -f ./docker-compose.infra.yml -p infra up -d”
command

8. Go to “/etc/docker/deployment/fabric-network/scripts” and run command “network.sh
deployCC -1 go -v 16 -verbose” (number '16' is chaincode version which should be incremented
by one every time you update chaincode).

9. Go to “/etc/docker/deployment”’ and edit “docker-compose.api.yml” with service for added
country index api (take It-index-api as example).

10. Then run “docker-compose -f ./docker-compose.api.yml -p api up -d”

11. Go to “/etc/docker/deployment/fabric-network/test-network/api-scripts”
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12. Run “node enrollAdmin.js <two_letter_deployed_country_code>" (ex.: "node enrollAdmin.js
pl")

13. Replace data in countries variable in addOrganizationsToAPl.js file with two letter country code
you just newly added.

14. Run “node addOrganizationsToAPL.js” script and save output ID’s of added organizations and
connection profiles. As an example, from the output bellow, we need to extract these ID’s as
they will be used for user management configuration:

e LV DLT organization ID: 69c0d37c-8f18-4f9f-abe0-5c435fdb1477
LV DLT connection profile ID: 056¢7244-4bb4-4abe-8936-76bcc09a691c

Figure 2. Example output of running 'node addOrganizationsToAPLjs' script

15. Go to https://sso.playground.ecmr4.eu/auth and login with admin credentials.
16. Configure realms you created previously:
16.1. Create a client of with a name of ‘index-api’ and access type set as ‘public’

Realm Settings mport Select file i3]

Clients jenc D+ [index

Client Scopes

Roles

Identity Providers

User Federation B3 -

Authentication

Figure 3. Client configuration for API layer (1)
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Clients > index-aps
Index-api

Realm Settings Settings Roles Client scopes Mappers Scope Revocation Sessions Offline Access Installation
Clients Client ID ndex-api
Client Scopes

Name
Roles
Identity Providers Description

User Federation Enabled m

Authentication

Consent Required orF
Login Theme v
Client Protocol openid-connect M
Access Type public h
Standard Flow Enabled [ on |
Import .
Implicit Flow Enabled oFF
Export
Direct Access Grants Enabled [ on |
Root URL

* Valid Redirect URIs hitps:apilvglayground.ecmrd.eurd =

Base URL

Figure 4. Client configuration for API layer (2)

16.2. Create an “ecmr_admin” role for country administrators with configuration as
shown below (user with this role will be able to login to administration console and manage
users/groups)

AKEYCL

Roles » ecmr_admin

Ecmr_admin

Detalls  Attributes  Users in Role

Role Name
client Scopes

Description
Roles

Identity Providers

User Federation

Authentication .
Composite Roles

~ Composite Roles

Realm Roles Associated Roles

Event

Import

Export

Client Roles realm-management x |¥

dentity-providers

ealm

Figure 5. Country administrator role configuration

16.3. Create an ‘ecmr-api’ scope
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Client Scopes > Add client scape

Add client scope

- Name = ecmr-api
Clients Description
Client Scopes
Protocol openid-connect M

Display On Cansent Screen u

Consent Screen Text

Sulbsrbanon Include In Token Scope Ea
GUIl erder
o [
Figure 6. 'ecmr-api' client scope creation
16.4. Configure token mappers for ‘ecmr-api’ scope



MINISTRY OF ECONOMIC AFFAIRS

%ﬁﬂg REPUBLIC OF ESTONIA @ Nordic Council
%§5%% | AND COMMUNICATIONS Of Ministers

Client Scopes ecmr-api Mappers Crearte Protocol Mappers

Create Protocol Mapper

Realm Settings Protocol
Clients - B
& dient Scopes Name

DLT Organization 1D
Roles

Identity Providers Mapper Type

User Attribute -
User Federation
Authentication User Attribute

dlt_crganization_id

Token Claim Name
Groups ecmir.dit.organization_id

Users
Claim JSON Type

Add to ID token

¥,
5

Events

Import

Export

Add to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cancel

Figure 7. 'ecmr-api' client scope token mapping configuration
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Client Scopes ecmr-api Mappers Create Protocol Mappers

Create Protocol Mapper

Protocol

Realm Settings

Clients

Client Scopes Name

Organization D

Roles

Identity Providers Mapper Type

Uszer Attribute A

User Federation

Authentication User Attribute

organization_id

Token Claim Name

Groups

ata.organization_id

Users
Claim JSON Type

L -

ons

L

5
i

£

Events Add to ID token

Import m

EXEUE Add to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cancel

Figure 8. 'ecmr-api' client scope token mapping configuration
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Client Scopes ecmr-api Mappers Create Protocol Mappers

Create Protocol Mapper

Realm Settings Protocol
Clients —
& Client Scopes Name

Organization Name
Roles

Identity Providers Mapper Type

User Attribute -
User Federation
Authentication User Attribute

orga nizati on_name

Token Claim Name

Groups ecmr.metadata.organization_name

Users
Claim JSON Type

Sessions String i

Events Add to |ID token

Import

Export

b

dd to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cance'

Figure 9. 'ecmr-api' client scope token mapping configuration
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Client Scopes ecmr-api Mappers Create Protocol Mappers

Create Protocol Mapper

Realm Settings Protocol

Clients

Name

Client Scopes

DLT Member Type
Roles

Identity Providers Mapper Type

User Attribute -
User Federation
Authentication User Attribute

dit_member_type

Token Claim Name
Groups ecmr.ditmember_type

Users
Claim JSON Type

Sessions String hd

Events

b

dd to |D token

Import

Export

b

dd to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cancel

Figure 10. 'ecmr-api’ client scope token mapping configuration
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Client Scopes ecmr-api Mappers Create Protocol Mappers

Create Protocol Mapper

Protocol

Realm Settings

Clients

Client Scopes Name

Authority ICD

Roles

Identity Providers Mapper Type

Uszer Attribute A

User Federation

Authentication User Attribute

authority_icd

Token Claim Name

Groups ecmr.met

i

.authority_icd

Users
Claim JSON Type

S

ons

L
5
i
£

Events Add to ID token

Import

EXEUE Add to access token

Add to userinfo

Multivalued
OFF

Aggregate attribute values

OFF

m Cancel

Figure 11. 'ecmr-api' client scope token mapping configuration
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Client Scopes ecmr-api Mappers Create Protocol Mappers

Create Protocol Mapper

Protocol

Realm Settings

Clients

Client Scopes Name

Authority ID

Rol

ldentity Providers Mapper Type

User Attribute v

User Federation

Authentication User Attribute

authority_id

Token Claim Name

Groups

a.authority_id

Users
Claim JSON Type

Events Add to 1D token

Import

B Add to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cancel

Figure 12. 'ecmr-api’ client scope token mapping configuration
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Client Scopes ecmr-api Mappers Crearte Protocol Mappers

Create Protocol Mapper

Realm Settings Protocol
Clients - B
& dient Scopes Name

DLT Connecticn Profile
Roles

Identity Providers Mapper Type

User Attribute -
User Federation
Authentication User Attribute

dlt_connection_profile_id

Token Claim Name
Groups ecmr.dit.connection_profile_id

Users
Claim JSON Type

Add to ID token

¥,
5

Events

Import

Export

Add to access token

Add to userinfo

Multivalued

OFF

Aggregate attribute values

OFF

m Cancel

Figure 13. 'ecmr-api' client scope token mapping configuration
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Client Scopes

) Settings Mappers Scope
Realm Settings
Clients
Q
e Ty Name Category
Roles DLT Connection Profile Token mapper

Identity Providers

User Federation

Ecmr-api

ecmr-api

Token mapper

Token mapper

@ Nordic Council
of Ministers

Create || Add Builtin

Type Priority Order Actions

User Attribute 0 Edit Delete
User Attribute 0 Edit Delete
User Attribute 0 Edit Delete

Token mapper User Attribute 0 Edit Delete
Authentication
Token mapper User Attribute 0 Edit Delete
Token mapper User Attribute 0 Edit Delete
Token mapper User Attribute 0 Edit Delete
Groups
Figure 14. 'ecmr-api’ client scope token mapping configuration
16.5. Set ‘ecmr-api’ scope as default client scope for created ‘index-api’ client
@ Success! Default scopes updsted, %
Clients > index-api
Index-api
Settings Roles Client Scopes Mappers Scope Rewvocation sessions Offline Access Installation

Realm Settings

© Clients Setup Evaluate

Client Scopes
Default Client Scopes:

Roles

Identity Provi

User Federation

Authentication

Optional Client Scopes.

Available Client Scopes:

Add selected »

Available Client Scopes.

Figure 15. Setting 'ecmr-api’ client scope as default for 'index-api' client

16.6.

Create ‘Business’ and ‘Government’

13

Assigned Default Client Scopes

ecmr-ap

email

« Remove selected

Assigned Optional Client Scopes
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User Groups

Groups Default Groups

C i L=
Realm Settings Q, || View all groups

Clients 32Groups

B Business
B Government

Client Scopes

Roles

Figure 16. Creation of 'Business' and 'Government' groups

16.7. Set attributes for created groups with id’s received from step ‘12’

@EKEYCLO

Figure 17. Attribute configuration for 'Business' group

KEYCLO

Figure 18. Attribute configuration for 'Government' group

17. After all steps we completed successfully —you can start using country API.
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