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Introduction.

Challenges and topic overview.

Procedure of functional safety and cyber security management in selected
maritime critical infrastructure.

Functional safety analysis including cyber security aspects:
- determining safety integrity level with cyber security;
- verifying safety integrity level including security aspects.
Case study e.g. critical maritime infrastructure:

- functional safety analysis with regard cyber security on example distributed
industrial control system ICS;

- project control and protection systems - verifying SIL including cyber security
aspects.

Summary.



Probabilistic criteria

Probabilistic criteria for the E/E/PE safety-related functions/systems:

SIL PFD,,, PFH
4 [105,104) [10,10°8)
3 [104,1073) [106,107)
2 [103,102) [107,10°6)
1 [102,10) [106,10°5)

S/IL — safety integrity level;

PFD, average probability of failure to perform the design
function on demand for the system operating in low

demand mode of operation;

PFH - probability of dangerous failure per hour (the frequency)
for the system operating in high demand mode operation
or continous. :
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Levels of security and corresponding
. EALs

,’ Evaluation L .
4 assurance level evel of security
/

4 EAL1 Low level
EAL2 Low level

EAL3 Medium level

EAL4 Medium level
EALS High level
EAL6 High level
EAL7 High level

Physical security installation:
gates, security keys, biometry

External network infrastructure

(Internet, VPN, GSM/GPRS):
switches, routers, gateways, modems,
firewalls

Administration network:
DMZ, Web servers, login

Internal zone DMZ:
VLAN - Virtual LAN

DCS servers, operator
stations, terminals and
SCADA:

Local industrial network SAS
and BPCS:
S-bus, Profibug, Modbus, OPC, CAN,
KNX, ProfiSafe, HART, PLC, RTU

Remote
access
to SIS

SIS/ESD systems:
SafetyPLC, PLC, E/E/PE, SRS

DC - data confidentiality, RDF - restricted data flow, TRE - timely response fo event; RA - resource availability.
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Categories of distributed process control and protection systems

Classification of the process control and protection systems:

|. Systems installed in concentrated critical objects using only the
internal communication channels (e.g. local network LAN),

[I.Systems installed in concentrated or distributed critical plants,
where the protection and monitoring system data are sent by
iInternal communication channels and can be sent using external

channels,

lll.Systems installed in distributed critical instalations, where data
are sent mainly by external communication channels.
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A general procedure of SIL determining with cyber security

Starting point —
I functional safety
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Hazards Precise hazard analysis
identification for chosen hazard event
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Concept of Central Sea Port Gdansk(2019-2027) e.g. Critical maritime
infrastructure

333
i@ @ @ ji

source: www.gospodarkamorska.pl/

source: www.rynekinfrastruktury.pl/
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WI-FI communication
@ Line communication
E‘[QL’]- ______

Control station

The control and protections system’s in the oil sea port infrastructures
may be connected by different internal and/or external communication
channels.
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Railway fuel terminal

Truck terminal

Main reason is that some parts of the large distributed installation are
without option to use the line connection. Presented installation is
distributed and control and protection system is Ill category (wireless
and satellite).



a\

'N Cota \ave- ‘-'- Poe- 08 -A-unn---s e Voo Associend Progery

T bo-vc h

Fomten 0N o
—

There are a lot of problems in that kind of installations. Main of the problem
is high pressure oil transfer, overfill prevention tanks, pipeline leak, human
errors,and common communication errors.




SIL that can be claimed for given EAL, SAL or sesa protection rings
for ICS systems category Il and (lll)

Determined Verified SIL for systems of category Il & (ll1)
cyber security functional safety
EAL | SAL | Protectionrings | "SV&'°T | 4 2 3 4
security
1 1 1 0 - () SIL1 (-) | SIL2 (1) SIL3 (2)
W
2 1 2 - () SIL1(-) | SIL2(1) | SIL3(2)
3 2 3 _ SIL1(-) | SIL2 (1) | SIL3 (2) SIL4 (3)
medium
4 2 4 SIL1(-) | SIL2 (1) | SIL3 (2) SIL4 (3)
5 3 5 SIL1 (1) | SIL2(2) | SIL3 (3) SIL4 (4)
6 4 6 high SIL1 (1) | SIL2(2) | SIL3 (3) SIL4 (4)
7 4 7 SIL1 (1) | SIL2(2) | SIL3 (3) SIL4 (4)

The low level of security might reduce the safety integrity level when
the SIL is to be verified.




Verified SIL
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Example of oil sea port installation with critical infrastructure

including BPCS and SIS systems

i From the /”Hm
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From the risk assessment the safety integrity level for given safety
function overpressure protection pipeline was determined as SIL3.
In industrial practice such level requires usually to be designed SIS
using a more sophisticated configuration.
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Reliability block diagram model safety instrumented system SIS with

industrial network

o ~0—fai——~0—Bl——0— & -G

2 — | 3 — 4
Sensors [koon] Network [koon] PLC [koon] Actuators [koon]

o

EJEJPE system

I:)FDangYS = PFDang + I:)FDavgNet + I:)FDangLC + I:)FDang - with network

I:)FDangYS = PFDang + I:)FIDangLC + I:)FDang without industrial
network !!!
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SIS - overpressure protection system

Reliability data for elements SIS system: [ sts |
PS NET SafetyPLC SVA
DC [%] 54 99 90 95
Ay [2/h] | 3-107 8-108 7-10”7 81077 | Eéﬁi‘;“r;e
T[] | 8760 8760 8760 8760 | 5 =
; 0.02 0.01 0.01 0.02 | —H H— | valves
PS | :
where: DC — diagnostic coverage, - | g} ;
Apy — dangerous undetected failure rate - {5 ; ?_D 03 {} 04 ; es
Ti — test interval, PS f NET  © safetypic LR
— il | K=1 out of
S — beta factor (common couse failure) : {ED . K=Louto
. XK=Zgubof” . @900 mssomoisnooond
| N=3

RBD model overpressure protection safety
instrumented system in the critical installation
The average probability of failure on demand PFD,,, is calculated according to
formula:

where: PFD, ¢y - average probability of failure on demand for the SIS system, PFD, ¢ - for the sensor, PFD
c - for the PLC, PFD

avgNer - dverage probabili'lc%' of

failure on demand for the network, PFD ;.p avga - for the actuator.



System
/subsystgms/elements kKoon| B[%] | PFDqy | SIL

SIS 0 - 9.15-10%] 3

PS 1 2003 3 4.46:10°| 4

PS .2 - - 1.34-103| 2

PS .2 - - 1.34-103| 2

PS .2 - - 1.34-103| 2
NET 1 |1lool - 3.510% | 3
NET .2 - - 3.5:104 | 3
PLC 1 (1lool - 4.38104| 3
Safety PLC .2 - 4.38-10%| 3
SVA 1 |1o02 2 8.22:10°| 4
SVA .2 - - 3.5-10% | 2
SVA .2 - - 3.5-10% | 2

I:)FDangIS = I3FDangS(2003) + I:)I:DavgNET + PFD

Thus, the PFD

avg IS €qual 9.15-10 fuffilling
formally requirements for random failures
on level of SIL3. But PFD, , value is near
probabilistic criterion SIL2.

The omission of some subsystems or
communication network can lead to too
optimistic results, particularly in case of
distributed control and protection systems
of category Il and Ill.

Safety integrity level SIL3 for Il category
systems in those case required high level
of security (EAL 25 or SAL 2 3).

avgSafetyR C + IDI:DangV(looZ) =

~4.46-10°+3.5-10* +4.38-10* +8.22-10° = 9.15-10* = SIL3



Conclusion

« The control and protection systems of maritime critical infrastructure are
potentially vulnerable to cyber attacks, as they are distributed and perform
complex functions supervisory control and data acquisition SCADA.

« Based on risk assessment results the safety integrity level SIL is determined for
safety functions.

* These functions are implemented within industrial control system ICS that consist
of BPCS and/or SIS.

« Determination of required SIL related to the risk mitigation is based on semi
guantitative evaluation method.

« Verification of SIL for considered architectures of BPCS and/or SIS is supported
by probabilistic modelling for appropriate data and model parameters including
security-related aspects.

« Security related analyses of the ICS during its design and operation as distributed
control system DCS are very important in maritime critical infrastructures.
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Conclusion

« A comprehensive integration of the functional safety and cyber security analysis in
maritime critical infrastructures is very important and it is currently a challenging
issue.

* In this project an attempt to integrate the functional safety and security issue was
presented.

 The security aspects, which are associated with e.g. communication between
equipment or restrictions in access to the system and associated assets, are
usually omitted during this stage of analysis. However, they can significantly
influence the final results.

« Further research works have been undertaken to integrate outlined above
aspects of safety and security in the design and operation of the programmable
control and protection systems to develop a relatively simple methodology to be
useful in industrial practice.

« The next step of evaluation the proposed approach safety & cyber security
integrated it to include human as a hazard factor.
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