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Abstract

The Internet of Things (IoT) is one of the popular domains in real-time analytics, ma-
chine learning, ubiquitous computing, commodity sensors, and embedded systems where
remote smart devices play notable roles in smart homes and industry. The information
from emerging IoT environments like remotely-controlled objects, autonomous vehicles
(AVs), and energy management can produce a huge amount of data. Moreover, under-
standing the security in a scalable decentralized IoT environment is a significant issue.

Decentralization has become popular again in the world since cryptocurrencies started
to be a part of businesses. Therefore, researchers invested in upgrading resources to
increase the reliability of these systems among people when most of the activities and
human works are now managed by smart electronic devices remotely. Distributed ledgers,
Distributed Hash Tables (DHTs), and blockchain technologies are proper decentralized
technologies that improve system security, scalability, and trustworthiness. Blockchains
contain a group of connected blocks that are digitally signed transactions stored in a
decentralized fashion. The DHT technology is another decentralized solution that helps
applications keep files and information immutable in a decentralized manner to mitigate
the high cost of storage without memory limitations.

In this thesis, we argue for a decentralized systems paradigm and, in conjunction with
IoT and the blockchain. Our contributions are as follows. First, we introduce the term
networks and service architectures and how it is possible to use blockchain in the real
world. We consider different architectures in IoT systems and show the blockchain en-
counter with the IoT and the resulting behavior. Second, we detect most of the frequent
types of attacks in IoT related to using blockchain in the systems. We also describe
how the blockchain works and illustrate a variety of security problems in systems. Fur-
thermore, we discuss how the blockchain solves security problems by comparing different
blockchains and explain how users handle their communication without third-party de-
pendence. As our third contribution, we propose a novel architecture that consists of
finding global identification in distributed applications and enable decentralized systems
to be more secure with the help of blockchain technology. We also validate the proposed
architecture and novel decentralized application development to evaluate high efficiency
by combining blockchain, DHT, and biometric technologies.
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Chapter 1

Introduction

1.1 Introduction

Internet of Things (IoT) is defined as a global infrastructure that involves many phys-
ical and virtual objects that are embedded with sensors, software, and other technologies
to connect and exchange data over the Internet [49]. Many industries like automotive,
railway, mining, utilities, healthcare, agriculture, manufacturing, and transportation are
experiencing IoT benefits. Communication technology, such as 5G, will help to increase
the use of the IoT [24]. There are over 1 billion cellular 5G-IoT connections in 2020,
and Ericsson forecasts around 5 billion 5G connections by 2025 in the market [20]. Few
examples of the wide range of emerging IoT applications are shown in Figure 1.1, includ-
ing digitizing society (e.g. smart city, healthcare), automated industrial production, and
digital currency.

Centralized systems are not suitable for some organizations. Bureaucratic leadership,
remote control, delays in work, management of big scale systems, and bottlenecks can
appear when the traffic spikes in the centralized systems. Also, disadvantages of central-
ized systems may include high dependence on the network connectivity, less possibility of
data backup, and complex server maintenance. These leakage might convince user-based
systems to move from centralized systems to decentralized systems. Still, keeping the
system secure among different users is the most significant issue [23].

A distributed system is a system in which components are located in different places
and interact to achieve a common goal. It should have no single point of failure and not
depend on central servers. Facebook and the early version of email are famous examples
of distributed systems. They communicate and coordinate their actions by sending and
receiving messages directly to other parties [47]. A distributed system can manage many
devices, applications, users, and IoT units. Resource sharing, concurrency, scalability,
and transparency are the main advantages of this architecture [16].

Decentralized systems are by necessity distributed. They do not rely on any central
party.

3



4 Introduction

devices

IoT Environment

Figure 1.1: The emerging IoT use-cases.

IoT systems need to be designed decentralized when facing numerous devices and users
[36]. Typically, such a system has multiple authoritative parties, each of which has special
duties. This architecture solves problems such as scaling, the independence of central
servers, and the extensive use of network traffic. In other words, decentralization is known
as a software architecture in many references that includes two significant features, being
no single point of failure and not being owned by any party. Although researchers are
investigating new solutions to address scalability and security in decentralized systems,
the double-spending issue considers the main security problem [4,5], which is significantly
harder to solve in decentralized systems because of no trusted third party and multi-
servers systems.

Several types of attacks exist to target millions of IoT devices [45]. IoT experts con-
sider the possibility of security attacks in their architecture design. Therefore, they help
to deploy secure IoT environments and applications in a decentralized manner. Although
Google and Amazon as service providers presented a distributed and secured storage man-
agement [63], researchers are trying to find a distributed decentralized solution to avoid
centralized data ownership.

The Peer-2-Peer (P2P) architecture offers decentralization without the need for me-
diators. P2P networking is a distributed application architecture that partitions tasks
or workloads shared between peers [11]. Digital currency can be transferred from one
user to another through a P2P network with the help of a distributed ledger called a
blockchain.

Blockchains are decentralized systems that help to achieve immutable transactions
and distributed consensus. The distributed ledger is information that is shared among
several nodes in the network. Nodes replicate and keep the copy of the ledger. Distributed
ledger technologies reduce the cost of trust [10]. It can help us decrease our necessity of
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governments, agents, clerks, and assent officers.
The immutability and consensus for each transaction do not rely on centralized au-

thorities. Furthermore, they can be used as a security solution for IoT systems. IoT
applications can complete transactions securely in non-editable and trusted environments
with the help of the blockchains [17].

A Distributed Hash Table (DHT) is a technology to store data defined as data based
on key-value pairs. This system works without any central coordination, so all nodes
form the collective system decentralized. They are regularly fault-tolerant because they
support replicated crossed multiple nodes data [53]. DHT can scale for large volumes of
data over many nodes. Also, the data values can be of any form of data. DHT present a
simple way to get information in an extensive collection of data. Also, nodes in a DHT
can be easily added or removed without forcing a significant amount of re-balancing of
the data in the cluster.

Interplanetary File System (IPFS) is a distributed and decentralized P2P system that
is designed based on DHT technology [9]. IPFS can be used to store data and compile
it in a decentralized fashion.

Identification issues and keeping data records secure are essential topics in applications
that work based on IPFS and blockchain.

Thus, in this thesis, we define and model the combined machine learning face recogni-
tion solution based on a public blockchain and IPFS to answer security and identification
problems. We model scenarios by explaining video conference applications as a use case.
The public blockchain and IPFS are the solutions for decentralization. Besides, we con-
sider the blockchain mechanism to manages transactions by its immutable historical data.
IPFS supports decentralized web hosting and sharing data in a DHT without having to
worry about memory limitations. Furthermore, the intelligent identification system can
be beneficial for a decentralized system. Finally, this thesis illustrates architectures for
video conferencing combining the blockchain and IPFS. We showed that the proposed
solutions are feasible because of decentralized and immutable features.

1.2 Research Motivation

In this thesis, we considered three main research motivations, which are much obvious
among other challenges. First, all traditional systems must change or be upgraded by
new updated technology and knowledge. Second, centralized technologies should change
their face to use new decentralized updated features. A decentralized system has many
advantages and disadvantages. Although time and the security risk potentially rise by
increasing the number of systems’ members, this architecture helps to solve many prob-
lems, such as scalability, the independence of central servers, and avoid single point of
failure that can be a risk factor for organizations [55]. Third, keeping the system secure
and keep information immutable in a decentralized manner are advantages.

Decentralization. Decentralization means that the system should be designed decen-
tralized, so that it has no central unit or any third party to control users’ activity with
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the lowest amount of failure risk. Besides, this system must not be owned, controlled,
and managed by a particular person or authority. Network. A P2P network without
third party is an example of decentralized systems that parties can communicate directly
to another party. Distributed ledger called blockchain transfers digital money from one
user to another through a P2P network. The P2P architecture suggests decentraliza-
tion, and most transactions are executed without the need for a third party. Today,
P2P networks are at the core of distributed computing applications, cryptocurrencies,
and blockchain. Bitcoin, Ethereum, and other cryptocurrencies are developed based on
P2P and decentralized systems [27]. Developers who want to use these technologies must
adapt their applications with decentralized technologies. So, industrial companies are
trying to find a solution and upgrade their technologies to work and collaborate with this
type of cryptocurrency and decentralized architecture.

Identification. A fundamental characteristic of an IoT environment is to have a pow-
erful identification system. A P2P-IoT environment needs to know parties who commu-
nicate with the network and register all smart devices in a decentralized fashion [2]. All
users should clarify their identity to the system. Identification in the centralized system
is not a big and complex job. All identities who need to communicate with the network
must be registered in the main server before. The problem is to answer how we can
handle identification in the decentralized system without any single server or authority
to manage the registration.

Immutable Storage. Secure data sharing and storage is another research area to con-
sider when dealing with decentralized systems. In a decentralized system, all modules
and sections must be decentralized. Unfortunately, cloud and servers are not fully de-
centralized [8]. Therefore we should find a way to upload and compile our scripts and
applications using decentralized file sharing and storage. In public blockchain systems,
where all transnational information can be stored on the network like a ledger, where all
parties must keep a copy of this ledger, and nobody can delete or change it. Still, storing
bulky data is a challenge in the blockchain, so IPFS technology as an immutable file stor-
ing system can be beneficial. This combination helps the system to have a decentralized
architecture with a decentralized storage system.

1.3 Research Questions

This section presents the selected research questions based on the state of practice
and state of the art review. The main thesis contribution is decentralized applications’
development and evaluating their efficiency by combining Blockchain, DHT, and biomet-
ric technologies. In the following, we describe two research questions which this thesis
attempts to answer:
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RQ1: What are the security problems in decentralized Blockchain in general
and in conjunction with IoT?

Security is the most significant parameter in all systems and involves protecting the
system from viruses, outer attacks, and malicious behavior. In recent years the number
of security attacks increased by presenting decentralization definitions and raising the
number of IoTs. These attacks change their faces by presenting cryptocurrency and
digital money. Although blockchain systems are secure systems naturally based on their
definition, there are a rare number of new security problems that make them not as secure
as before. Therefore, with RQ1 we raise the need of extending the knowledge to include
possible security attacks in decentralized blockchain in general and in conjunction with
IoT.

RQ2: How can identification be provided in decentralized systems?

Applications are migrating from centralized to decentralized solutions for better per-
formance without the need for third-party interactions. However, integrity, security,
identification, and authentication problems are still universal in current decentralized
systems. Current applications typically rely on decentralized systems to provide a sta-
ble and secure basis for executing tasks and processes. How new decentralized systems
manage their users identification is a challenging issue. Therefore, with RQ2 we raise
the need for an architecture that models new identification schemes resulting from the
combination of decentralized technologies.

1.4 Research Methodology

This section discusses about the research methodology that is used in this thesis
work. The research methodology is a collection of the method to explain the problem
analytically and systematically solving a research problem [33]. Surveys and other re-
search techniques are the methodology’s main components. Our research process follows
the seven steps as shown in Figure 1.2, although slightly modified to serve our research
context of implementing real-world solution.

To conduct a study, the following steps have been followed: 1) Define research ques-
tions; 2) Reviewing recent researches to find the gaps; 3) Formulate hypothesis to solve
the problems; 4) System prototype development and implement technical solution; 5)
Collect data and analyze the output; 6) Analyze the results, 7) Interpret and report the
final result as a research article. Steps 4 to 6 are conducted iteratively to increase the
efficiency of the output within an acceptable range. As an example the research process
solving the second research question is outlined below.

Step 1 The research question is defined as detection of security issues in decentralized
systems in relation to blockchain which is described in Section 1.3.
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Figure 1.2: The research process in this thesis

Step 2 Review and understand blockchain terminologies and learn from recent blockch-
ain research to earn experiences and find out the important related works on blockchain
and related applications.

Step 3 A hypothesis for using blockchain as a secure solution for events combined with
IPFS to overcome the limitations was developed mentioned in Section 1.5 and Paper B
and Paper C.

Step 4 A prototype was developed using a Javascript based mixed solidity which is
presented in Papers B and C.

Step 5 To evaluate the performance, different parameters where measured, such as
time and usage capacity being two main parameters to be evaluated performance that
are mentioned in Papers B and C.

Step 6 The results were analyzed and the performance of solutions were compared with
other solutions in different scenarios.

Step 7 After adequate results were generated and the hypothesis was validated, the
results and findings were documented and submitted to a conference and a peer-reviewed
journal, Papers B and C.

Better results with better performance were obtained by repeating step 4 to 5 many
times.

The above research process presented technical solutions that are pre-selected parts
of the proposed conceptual architecture and perform a preliminary analysis to validate
the model in a decentralized manner.

1.5 Thesis Contribution

In this section we present the main contributions from this thesis. Figure 1.3 presents
a high-level overview of the contributions in terms of the way our research results ad-
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Figure 1.3: Mapping between the included papers and the research questions.

dress the stated research questions from Section 1.3. The main contributions include:
(1) a review on different aspects of IoT systems in relation to decentralized systems like
blockchain and finding the common solution for the security problem. (2) Developing an
architecture that models an efficent blockchain and DHT based system that is scalable
and resource efficient; and (3) Conducting a preliminary implementation of a decentral-
ized identity system based on blockchain and IPFS technology for validating the proposed
architecture.

In the following, we list the produced research results and then in detail discuss the
individual contributions.

• Paper A. A Survey of Secure Internet of Things in Relation to Blockchain.
Morteza Alizadeh, Karl Andersson, and Olov Schelen. Journal of Internet Ser-
vice and Information Systems. Accepted on August 1, 2020.

– Distributed ledgers and blockchain technologies provide immutable replicated
histories of data to improve systems’ security. Blockchain is a connected block
of data containing digitally signed transactions, a cryptographic hash of the
previous block, and a timestamp stored in a decentralized and distributed
network. The Internet of Things is one of the application domains based on
blockchain is discussed in this research. This article reviews the structure
and architectures of distributed IoT systems and explains the motivations,
challenges, and needs of blockchain to secure such systems. However, there
are substantial threats and attacks to blockchain that must be understood and
suitable approaches to mitigate them. We, therefore, survey the most common
attacks on blockchain systems and assess how malicious these attacks are in
the IoT context.

– I was the main driver of the paper. I reviewed and analyzed the state of the
art on IoT and Blockchain. I proposed comparision among security attacks.
I wrote the complete paper. Karl Andersson and Olov Schelen, as my main
supervisors, were taking part in the complete process of building the proposed
definitions, contributing with constructive feedback and discussions that led
to the current form of the definition. Also, they both helped with formulating
the main message of the paper and commented the paper’s text to improve
its structure and presentation.

• Paper B. Efficient Decentralized Data Storage Based on Public Blockchain and
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IPFS. Morteza Alizadeh, Karl Andersson, and Olov Schelen. IEEE CSDE. Pub-
lished 2021.

– Blockchain technology has established a decentralized, tamper-proof, immutab-
le, and ordered ledger of transactional events systems. Still, attempting to
leverage these systems may be challenging when data storage requirements
exceed most blockchain current capacities. Storing large amounts of decen-
tralized data while maintaining system efficiency is the challenge that this
research targets. This contribution introduces the IPFS technology to store
information immutably and decentralized to mitigate the high storage cost.
A storage system involving blockchain and other storage systems in concert
should be based on immutable data and prevent data removal from malicious
users in the DHT. System efficiency improves by decreasing the overall pro-
cessing time in the blockchain with the help of DHT technology. Introducing
an agreement service is another research proposal that communicates with the
blockchain via a RESTful API. This contribution shows the proposed method’s
applicability and concludes that the combination of IPFS and blockchain pro-
vides efficient cryptographic storage, immutable history, and overall better
efficiency in a decentralized manner.

– I was the main driver of the paper. We wrote the complete paper that designed
the proposed architecture and outlined it to the new smart trading case study
in a decentralized fashion. Karl Andersson and Olov Schelen were involved
in developing the proposed architecture, supervising the work, and providing
constructive feedback and discussions that led to the current version of the
architecture.

• Paper C. Blockchain-based Smart Identification for Video Conferencing. Morteza
Alizadeh, Karl Andersson and Olov Schelen. Blockchain: Research and Applica-
tions magazine, submited in 2021.

– Video conferencing applications are a common way to provide a significant
and consistent basis for virtual conferences. However, integrity, security, iden-
tification, and authentication problems are still universal. The recent video
conference technologies typically rely on web services to provide a stable and
secure basis for executing tasks and processes. These video conferencing ap-
plications are migrating from centralized to decentralized solutions for better
performance without third-party cooperation. This research demonstrates a
decentralized smart identification scheme for video conferencing applications
based on biometric technology, machine learning, and a decentralized hash
table combined with blockchain technology. After identifying users by imple-
menting machine learning functions, we store users’ information on a DHT
and event logs on the blockchain network. Finally, we introduce three ar-
chitectures to leverage blockchain technology’s immutability and traceability
features to secure storage and search for event data. The experimental results
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Figure 1.4: Decentralization Main Components.

represent an architecture based on blockchain and DHT in more secure and
scalable solutions but this model takes longer time to execute than two other
architectures using a centralized database.

Figure 1.4 shows a very high-level decentralized system. The network includes
multiple subsystems such as applications, identification, blockchain, and IPFS.
First, users must clarify themselves through the network. Then, users need to
sign in to the system by identifying themself. Users’ information can be stored
on IPFS, and event logs are stored on the blockchain network after identifying
users using machine learning identification. Blockchain technology helps to
keep immutability and traceability features to secure storage and search for
event data. Also, IPFS helps to store bulky data, upload and compile scripts
as a decentralized web hosting node.

– I was the main driver and contributor to the paper. I initially designed the
study with the primary plan to develop a decentralized video conferencing
demonstration for the experiments. I also developed the machine learning
model while we jointly performed the smart identification based on biomet-
rics information. As my main supervisors, Karl Andersson and Olov Schelen,
were taking part in the complete process of building the proposed definitions,
contributing with effective comments that drove to the current version of the
report. Also, they both helped formulate the paper’s main message and com-
mented on the paper’s text to improve its structure.

1.6 Chapter Summary

This chapter introduced the main topic of the thesis, followed by a detailed discussion
of the research motivation. Accordingly, we discussed the main research challenges that
we identify from the state-of-the-art in blockchain and decentralized systems. Further,
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we defined and described two research questions that we attempt to address with this
thesis, focused on defining the architecture of IoT systems and security solutions without
memory limitations in decentralized systems. Then, we described the research method-
ology we utilized for this thesis, which consists of seven steps. Finally, we listed the main
thesis contributions that emerged from our research, with related papers discussing how
each thesis contribution addresses the proposed research questions.



Chapter 2

Background and Related Work

In this chapter, we discuss the background of the technological concepts used in this
thesis and terminologies related to it and discuss in greater detail the relevant related
works.

2.1 Background

Section 2.1.1 presents the architecture of the IoT development. Special attention is
given to IoT security, giving an overview of network designs that we utilize in our first
contribution. We describe blockchain and its main components in Section 2.1.2. Then,
in Section 2.1.5 we cover the fundamentals of identification problems in the decentralized
systems, with the most prominent definitions and scenarios. We also discuss state-of-the-
art smart identification in Blockchain based systems by analyzing the related works in
Section 2.2.

2.1.1 Internet of Things (IoT)

The term IoT was coined by Kevin Ashton, executive director of the Auto-ID Cen-
ter [7], representing the network of electronics devices known as things [1]. Things are
equipped with sensors and software that connects and exchanges data with other de-
vices through the network over the Internet. Smart cities, mobile networks, control
systems, and automation (including home and vehicle automation) are common IoTs ex-
amples. The IoT formulates possibilities for more direct integration of the physical world
into remote-based systems with mobile technology, resulting in efficiency improvements,
economic benefits, and reduced human exertions. Although there is severe substantial
attention about dangers in the growth of IoT devices, especially in privacy and security,
IoT helps to increase Internet usage for a better and accessible smart future.

13
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Figure 2.1: Decentralization of a distributed system

Decentralization Versus Distribution

Distributed systems consist of applications, users, workstations, and IoT devices
achieving resource sharing, concurrency, scalability, and transparency. Accordingly, IoT
systems perform communication in a decentralized or distributed fashion to increase
their performance when encountering numerous sensors, users, and computational ele-
ments [50]. Most of recent distributed systems can switch to be decentralized systems
just by upgrading the traditional databases and remove the centralized point like data-
centers that is illustrated in the left side of Figure 2.1. Typically, a distributed system is
fully connected, where parties are located in different places. Moreover, all system parties
can communicate and coordinate their actions by sending and receiving messages directly
to/from other parties. Authoritative parties serve a subset of the workload. Therefore,
the security risk potentially grows by increasing the number of parties in these large
systems. Clouds are example of a service that helps IoT-based systems. The right side
of Figure 2.1 illustrates a high-level view of distributed systems that cloud is one of the
main components. Clouds are used to help datacenters to be available to many users
over the Internet. The cloud architecture solves scalability, the independence of central
servers, and the extensive use of network traffic.

Challenges

The IoT involves several principal challenges that are explained in the following con-
tent.

• Accessibility. Today, electronic devices are equipped with modern and robust
hardware. Accessibility is used for specific hardware or software that was designed
to make it easy to use. In addition, applications should be designed to make
technology less challenging for those with disabilities.

• Scalability. Scalability is the system’s ability to manage more tasks after adding
more resources, which means that the system can control the number of parties
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who want to store data that need resources such as hard drives, processors, and
server-side memory [13].

• Availability. Availability is a goal that indicates delivery of services consistently
in quality or performance, meaning that the quality of being present or ready for
immediate use and working without interruptions [12]. In a system with high
availability, the failure of a single section or part of the equipment should not
significantly negatively impact network performance.

• Data Security. Data security implies preserving digital information from unau-
thorized access and malicious activity during its entire lifecycle [30]. Therefore, the
information needs to be secured by multi-level protection. Encryption and data
masking are the common solutions. Thus, data security emphasizes information
security from hardware, software, storage devices, access control, and the security
of software applications.

• Trust. The term trust is about protection from untrusted components modifica-
tion. Users do not prefer to join a system with uncertainty when the application
cannot convince users to be qualified. Therefore, applications need to be designed
well to feel that communication and document sharing are safe by accepting appli-
cable policies.

• Flexibility. Flexibility means that one application can add to and cooperate with
other applications. Additionally, updating these applications should not be com-
plex. Therefore, flexible modular applications can be easily accepted and connected
to other modules.

• Manageability. Financial costs or manageability include nonrecurring material
costs and recurring network operational costs. Furthermore, a decentralized system
should carry the maximum traffic for a given financial cost and less time consumed.

• Performance. Decentralized systems must be compatible with various applica-
tions and provide reasonable response times from P2P devices. Moreover, they must
work all the time without interruption. Also, they need to continue to handle tasks
during equipment failure and system overloads. Additionally, the systems should
be simple to modify and update, such that obtaining and solving problems should
not be too time-consuming. Therefore, many different parameters are related to
measuring decentralized systems’ performance.

A high-performance decentralized system must have all mentioned parameters at
a reasonable level. This performance is the primary purpose of system design.
Other requirements are about discovering the features and functions that need
to be identified earlier, such as performing a network-readiness assessment and
creating a project plan.
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2.1.2 Blockchain

The distributed ledger is information that is shared across several parties of the dis-
tributed network. All parties receive replicated and preserved duplicate copies of the
ledger. The ledger is stored on each node separately after all parties accept the current
version of the information. Thus, distributed ledger technologies overcome the trust issue.
The distributed ledgers can help us reduce our need for governments, agents, assistants,
and assent officers.

Blockchain is an environment that shares an immutable digital ledger of transactions
as digital information in a distributed network. This property makes it difficult or im-
possible to change, hack, or cheat the system. Also, this distributed ledger provides
immutability, trust, and data security [34]. This environment is required for cryptocur-
rencies, record keeping, digital notary, and smart contracts.

Blockchain is a structure that looks like a chain. It contains a set of blocks where each
block is a data package. The data in each block contains a timestamp and a hash code,
whereas each block knows the previous hash code. This theory helps to understand how
a chain of blocks is formed, similar to parents and children. The chain length grows while
adding new blocks. Thus, chained blocks represent a complete ledger of the transaction
history. It is reasonable to return to the genesis block by following the parents’ hashed
addresses. This chaining theory ensures the trust of the whole blockchain. These hashed
values are specific for each data record.

A block is made up of a number of transactions. A block with its transactions form
an authoritative and global ordering on all transactions. A miner is a network’s party
that chooses a list of transactions and works on them to ”solve” the block. After that,
it broadcasts the block to the network, and all the transactions in the block become
confirmed. The adding new block process finishes when most of the miners in the network
accept it by a consensus mechanism. When a new block is added to the ledger, the
information inside the confirmed block turns to an immutable record.

A hash value is the output of a hash function that can be used to map data of arbitrary
size to fixed-size values. A hash function is a one-way function, and the same data will
always produce the same hashed value. A hash is used to encrypt demands needed to
solve a blockchain computation. It is almost impossible to decode the hash if someone
was trying to crack the blockchain.

Anatomy of a Block

Bitcoin is an example of blockchain, cryptocurrency, and P2P electronic cash systems.
Bitcoin block memory is limited to one megabyte of data [32]. A block contains a block
hash address, timestamp, address of the previous block, the hash of the root of Merkle
tree of all the transactions in the current block, difficulty target of the current block
(meaning how difficult the target hash will be to find), miner name, and Nonce. Moreover,
a transaction contains a version number, transaction inputs/outputs, and the amount of
bitcoin as shown in Figure 2.2.
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Figure 2.2: Block and Transactions in Bitcoin

Consensus in Blockchain

Consensus is a process to authenticate and validate a value or transaction on a dis-
tributed ledger without the need to trust or rely on a central authority. Therefore,
consensus mechanisms are the fundamental property of any blockchain or distributed
ledger. Most blockchain platforms utilize one of the below mentioned common consensus
algorithms: Proof of Work (PoW); Proof of Stake (PoS); and Delegated Proof of Stake
(DPoS) are three common mechanisms that try to form a secure environment for trans-
actions or replicas by the use of consensus protocols to ensure all that replicas of the
shared agreement are secured.

In the PoW mechanism, miners solve complex cryptographic mathematical puzzles,
take rewards with a certain amount of Bitcoins, and create a new block. In the PoS
mechanism, there is no block reward. The creator of a new block is chosen depending on
its wealth defined as stake, and the miners take the transaction fees. DPoS is an updated
version of PoS. In DPoS, token holders do not work on the block validation. Instead,
they select delegates to do the validation. The token holders can vote delegates out and
replace them with other selected delegates when they miss their blocks or publish invalid
transactions. This process is partially centralized and faster than any other consensus
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algorithm [62].

Blockchain Categories

Permissioned blockchain is one type that a limited number of known trusted partici-
pants carry a copy of the blockchain’s ledger. Researchers categorized this type of system
into private and consortium categories. Private and consortium blockchains allow only a
few known members to keep a copy of the entire blockchain or ledger. Moreover, miners
are delegated by members, so the security is at an acceptable level. Due to the charac-
teristics of the permissioned blockchain, related applications tend to be more secure and
faster. Additionally, they are centralized.

The second one is permissionless or public blockchains. They allow anyone to keep a
copy of the blockchain and be included in the validation process to publish new blocks.
They usually work on digital currencies like Bitcoin. Therefore, all members have the
right to collaborate with the system or manipulate the mining protocols to help verify
transactions.

2.1.3 Comparison of Public, Consortium, and Private Blockchains

Table 2.1 shows the properties of three types of blockchain. A consortium can be set
up to be a more public or private blockchain. When the system needs to have a high
distribution level, it is better to use a public blockchain. In the private blockchain, parties
on the network do not need to pay for services. In addition, a consortium blockchain is
flexible. The system can be more private or more public and can have multiple centralized
parties.

Criteria Public Blockchain Consortium Blockchain Private Blockchain

Consensus
Determination

All Multiple Organizations One Organization

Read permission Public Can be Public or Restricted
Less Public or
Highly Restricted

Immutability
Nearly Impossible
to Tamper

Can be Tampered Can be Tampered

Identity Pseudo-Anonymous Approved Participants Approved Participants

Distribution High Medium Low

Consensus Permissionless Permissioned Permissioned

Table 2.1: Comparison of public blockchains, consortium blockchains, and private
blockchains
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Smart Contract

Buyer Dealer

Network

Publish and

Sign the contract

Ethereum Blockchain Network

Check Validation

Sign the contract

Figure 2.3: Digital Trade by Public Blockchain

Smart Contracts

Smart contracts are electronic contracts that provide the connection of trustworthy
transactions without third parties intervention. These transactions’ descriptions share
on the blockchain network, which is trackable and immutable. Smart contracts are used
to transfer cryptocurrency, investments, trading, or other use cases in e-commerce. For
example, the parties can transfer money by an application, and this money can be trans-
ferred among other parties or forwarded to another person. These systems store their
contracts as a ledger on the network. Figure 2.3 shows two sides of a negotiation on a
smart contract to sign and publish it on the smart ledger. Then, a transaction stores all
information, including user signatures, addresses, timestamps, and smart contract terms.

Figure 2.4 demonstrates a smart contract to store information. It includes a Solidity
class that is a data structure and functions to record data on a smart ledger. Solidity is
a programming language for smart contracts, and Ethereum blockchain can compile and
deploy them.

Cryptocurrency Wallets

Cryptocurrency wallets are applications connected to blockchain networks on the
parties electronic side that store parties’ secret keys. They are used to sign and confirm
digital transactions for blockchain-distributed ledgers by the parties in both sides of the
transaction. They can be more than a keeper of cryptocurrencies. They can describe
parties’ professional and financial status or they can even be the identity. Metamask is
a famous wallet for Ethereum blockchain [46].
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Figure 2.4: Smart Contract

Decentralized Applications

Decentralized Applications (DApps) are computer applications that work on a de-
centralized system. DApps can be a blockchain based application and a distributed
ledger technologies such as the Ethereum blockchain, explicitly referred to as smart con-
tracts. There are many DApps that have been developed during recent years based on
the Ethereum platform [38].

An interesting example is decentralized video conferencing applications to sustain
business purposes during the Covid-19 pandemic [43]. Furthermore, companies now
realize the many interests of updating these applications to a decentralized form without
any third parties intervention. For example, video conferencing involves a technology
to communicate via electronic devices and allows users to continue face-to-face meetings
in different locations without gathering in a single area. So, a DApp can help identify
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users who want to join a meeting without the help of a third party. This technology is
especially appropriate for academic and business users in different places to save time,
expenses, and hassles associated with travel.

2.1.4 Distributed Hash Table

A hash table is an associative array abstract data type that is known as a data
structure. It has a structure that can map keys to values. A hash code is an output of a
function that computes an index into an array of buckets from which the desired value
can be obtained. Hash tables are convenient for storage and speed of access. The average
execution time of any process is independent of the data size. Hash tables work based
on the key-value storage method. Hashing and collisions are two main processes in the
building of hash tables [57].

Hashing is a process that uses a hash function to get the key for the hash table and
transform it into an index that will point to different arrays of buckets, which is where the
information will be stored. The hashing function determines where to store and where
to find it inside the hash table. Therefore, a good hash table must have a good hash
function. Collisions are a big part of hash tables. A collision happens when the hash
function shows a hash key for an occupied place. Therefore, avoiding collision is related
to a good hash function. This function should be easy to compute and must share the
keys uniformly.

DHT means that the entire table is distributed across different locations [9]. IPFS
is a decentralized system with no single point of failure that works based on distributed
hash table technology [53].

Kademlia is a distributed hash table that is established following peer-to-peer com-
puter networks in 2002 [37]. IPFS uses Kademlia technology to recognize which nodes
have which data. It presents a lookup service based on key-value pairs, which are stored
in a DHT. Thus, all network members can retrieve the value associated with a given key
with the minimum time to re-distributing keys.

IPFS is known as a decentralized storage protocol that is designed to address excessive
file redundancy. The output of IPFS is a unique hash for each stored file. Users can
retrieve the file by compiling the corresponding hash address with the help of the IPFS
gateways. Thus, IPFS helps store files decentralized and immutable.

The main property of IPFS is that it stores data without considering the size of the
data [3]. The data divides into many small parts, where each part is identified with its
hash address called CID. These parts are distributed among other nodes that are as close
as to the publisher node. All the parts can be combined again to recreate the main object
after visiting the small parts when any user calls a query request. IPFS has command
line and graphic interfaces that make performing uncomplicated for amateur users in all
operating systems.
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2.1.5 Smart Identification

Identification in Computer Science means the process of naming entities. Identities
help systems verify that a person is whom they say. National identity numbers are
examples of an identification type in a country. Smart identification is an application
that is equipped with a mechanism to identify the objects for Web-based applications.
The current applications use the help of famous third-party identifiers, like Facebook to
identify objects when users try to register or sign in to the system.

2.1.6 Machine Learning

Artificial Intelligence (AI) is the knowledge that is represented by machines. It is a
similar version of simulation of human intelligence in machines. AI methods necessitate
machines to learn from experiences, show the correct reaction to the events, think like a
human’s brain, and mimic their actions [48].

Machine learning (ML) is a technique to achieve artificial intelligence purposes. It
is an area of Computer Science that can learn from data, recognize patterns and make
decisions based on their gained knowledge without direct human intervention. ML is
designed based on the idea that systems can get knowledge from their experiences or
history. Therefore, it can automatically learn from gained data, such as supervised and
unsupervised techniques. For example, machine learning has been used in conjunction
with sensor networks like IoT, driver assistance for smart cars, smartphones face and
voice recognition, and intelligent assistance in smart devices like Siri in Mac OS and
Cortana in Windows OS [31].

Face recognition is one of the ML technology use cases based on finding a match of a
human face from a stored image or video. Authentication technology is a famous example
that works by extracting and measuring face features from a given image.

Some technologies are designed to produce an application that covers face detection
and face recognition procedures. Web Real-Time Communication (WebRTC) and Jitsi
are two popular video conference applications. They are free and open-source technolo-
gies that provide web browsers and mobile applications with real-time communication
properties [29]. It has an extremely fast no-server P2P communication. Currently, almost
all browsers support these technologies [29].

2.2 Related Works

This section presents the related research in the field of Blockchain, IPFS, and de-
centralized identification.

2.2.1 Related Work on IoT

Previously, various studies have been carried out to develop scalable IoT architectures
and deal with security issues.
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Arellanes et al. [6] proposed new IoT service composition mechanisms for solving the
scalability issue in IoT systems. They described that the number of connected things
is quickly growing into complex workflows. Therefore, scalability in terms of the size of
IoT systems becomes a significant concern. So, they reviewed and evaluated a framework
of IoT service composition mechanisms to determine how well they fulfill the scalability
requirements of IoT systems. Palattella et al. [44] analyzed 5G technologies for the IoT
by studying the technological and standardization aspects.

Hassija et al. [26] reviewed the security challenges and sources of threat in the IoT to
achieving a high degree of trust in the IoT applications. They consider different IoT use
cases and emphasized security importance in these systems. Furthermore, they mentioned
different types of security threats in the different layers of the IoT environment. They
described how the blockchain theory could help solving the security issue and how to use
fog computing concerning IoT to overcome those security threats. They explained that
edge computing provides various features to increase the security and performance of IoT
applications, and ML techniques represent an essential part in increasing the deduction
accuracy and securing IoT devices vulnerable to denial-of-service (DoS) attacks. In this
research, blockchain, fog computing, edge computing, and machine learning are discussed
to increase the level of security in IoT.

Mosenia et al. [40] attempt to provide a comprehensive list of vulnerabilities and
countermeasures against security threats on the edge-side layer of IoT. They first de-
scribed three IoT models and defined security in the context of IoT. Then, they showed
the possible attackers’ potential motivations, discussed different types of attacks, and
described possible countermeasures against them.

Liang et al. [35] described a DoS attack on an IoT system. They launched this attack
by three different methods and compared these three DoS attack methods. Sinha et
al. [52] proposed a solution to address the problem where non-statically preconfigured IoT
devices try to gain access by asking permission/authorization. They also tested solutions
to provide escalated permission to act in a controlled order. Eskandari et al. [21] presented
an intelligent intrusion detection system (IDS) to protect the IoT devices. It is helpful
to detect cyber threats as close as possible to the corresponding data sources. Also, it
can detect various types of malicious traffic, including port scanning, HTTP and SSH
Brute Force, and SYN Flood attacks with very low false-positive rates and satisfactory
accuracies. Hao et al. [25] proposed the FastPay method that protects payments in
blockchain-backed edge-IoT systems from double-spending attacks in the context of fast
payments.

2.2.2 Related Work on Blockchain

The blockchain system is a decentralized system that stores transactional records in
the immutable environment.

Christidis et al. [14] reviewed the blockchain mechanism. They believed that the
combination of blockchains in the IoT domain would cause significant transformations
across several industries. They described smart contracts as the main conjunction. Fur-
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thermore, Negara et al. [42] published a literature review on smart contract applications
in various domains. Permissioned and permissionless are two broad categories of the
blockchain. Therefore, it is necessary to know which one is a better solution for the
specific system targeted. Helliar et al. [28] explored the barriers and drivers of diffusion
associated with permissionless and permissioned blockchains, and they discovered lim-
itations of permissionless and permissioned blockchains. Furthermore, they found that
these two types of blockchains are not the same, and they affected diffusion in different
ways.

Zeng et al. [61] offered a consortium blockchain to improve the regulation of the P2P
lending market. This partially decentralized consortium blockchain can well improve
transparency and security. They showed that this blockchain is suitable for financial
regulation with limited pre-set nodes. Also, they considered safety, reliability, scalability,
efficiency, and transparency to compare public and consortium blockchain. Yang et
al. [59] explored the feasibility of applying both public blockchain and private blockchain
technologies in different industry cases.

Wang et al. [58] described that consensus algorithms are the central part of blockchain
systems. They tried to show different works that demonstrate consensus algorithms in
distributed systems.

There are many surveys and review papers that show the blockchain cryptocurrency
challenges [41]. Farell [22] analyzed the cryptocurrency in the industry with a particular
analysis of Bitcoin in his thesis.

2.2.3 Related Work on Decentralized Systems

Ye et al. [60] addressed IPFS combined with blockchain to propose a system that
stores vehicle data safely and efficiently. Moreover, they described the importance of
vehicle data as a part of IoT that has become very important to store them safely. Still,
security and capacity issues exist to store data safely and efficiently in decentralized
systems.

Ul Haque et al. [56] used IPFS as their data-sharing infrastructure. They used public
blockchain technology for transferring data in a P2P network to transport pre-trained
deep learning models to others.

Shah et al. [51] presented a combination of blockchain and cloud technology to miti-
gate data security, privacy, availability, and resource utilization.

Tenorio et al. [54] proposed a framework for the design of decentralized systems to
achieve data access, data provenance, and data discovery by suggesting a set of guidelines
to combine blockchain technology and IPFS. They explained that other technologies, such
as IPFS, are sufficient to use as a part of a decentralized system.

2.2.4 Related Work on Identification

Mohanty et al. [39] have focused on participant identification and authentication.
Dargan et al. [15], and Elgharib et al. [19] found that there is a need for better applica-
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tions and that new applications have acceptable features using ML for identification and
authentication, like face recognition, fingerprinting, and IRIS.

Self-sovereign identity (SSI) is an approach to digital identity that gives individuals
control of their digital identities. This solution is known as a good way without pri-
vacy leakage. Dunphy et al. [18] explained an emerging landscape of distributed ledger
technology (DLT) based identity management (IdM) and evaluated three representative
proposals: uPort; ShoCard; and Sovrin.

2.3 Chapter Summary

This section reviews the background and related work on the two main topics covered
in this thesis: the Internet of Things (IoT) and decentralized systems. Then, this chapter
starts to introduce IoT and decentralized systems like Blockchain and DHT.

The background section starts with a description of the IoT and its challenges, in-
cluding communication, scalability, management, and security issues. Then, it described
decentralization and showed the main components in the blockchain. Following, this
chapter explained another decentralized system that works based on hash table tech-
nology, IPFS. It illustrates the most challenging problems in a system that combined
blockchain and IPFS. Various related research studies on IoT, permissionless Blockchain,
IPFS, and identification were presented at the end of this chapter.
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Chapter 3

Contributions, Conclusion and
Future Work

In this chapter we cover the contributions and conclude the thesis in light of the
presented research questions and thesis contributions. In addition, we provide research
directions for future work.

3.1 Thesis Contributions

This thesis makes three contributions. The first answers the first research question,
while the second and third contributions provide answers to the second research ques-
tion. The first contribution discusses recent research in IoT systems and their common
challenges when IoT is combined with the blockchain. The second contribution is about
models to combine blockchain and distributed hash tables to achieve better efficiency.
The third contribution is about solving the decentralized identification problem, using
ML algorithm techniques for a video conference application. The overall focus of this
thesis is to propose decentralized, scalable models to overcome the scalability and secu-
rity issues in decentralized systems like blockchain and distributed hash tables, which we
address with details in the following contributions:

Contribution 1 - A Survey of Secure Internet of Things in Relation to
Blockchain.

In the first contribution, we presented a survey of networks and service architectures
and explained how blockchain could be used to answer the first research question. Then,
the properties of the permissioned and permissionless blockchain were discussed. De-
signing and producing a secure blockchain-based IoT system that satisfies the users is
essential. Then, we explained how the blockchains work, and covered their main compo-
nents. Later, we showed the significance of privacy and security issues in decentralized
systems. Furthermore, we reviewed three types of blockchains showing how they deal

27
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with security problems. Finally, we described consensus algorithms used explicitly for
each blockchain and explained how users communicate through the decentralized system
without third parties intervention.

Contribution 2 - Efficient Decentralized Data Storage Based on Public
Blockchain and IPFS.

The second contribution answers the second research question. Recent decentralized
applications need to have reliable data storage and an essential requirement for appli-
cations that help convince the digital world’s users to accept them. Performance issues
and data storage capacity limitations are therefore two popular issues that attract the re-
searchers’ attention. In the second contribution, we presented a combined solution based
on a public blockchain and a DHT. Moreover, we explained how the blockchain manages
several transactions by its immutability. Finally, this contribution demonstrated two
scenarios of data storage based on mutual agreements in IPFS and blockchain systems.
We also showed the second model encounter the decentralization and scalability issues.

Contribution 3 - Blockchain-Based Smart Identification for Video Confer-
encing.

The third contribution answers a question that arises as a follow up to the second
research question, which is developing a model to increase the efficiency for decentralized
applications.

The security and identification issues are requirements for decentralized applications
that help satisfy the digital world’s expected requirements. This contribution presented
a combined machine learning face recognition solution based on a public blockchain
and IPFS. We described video conference applications and how the blockchain manages
transactions. Moreover, we discussed decentralized web hosting and sharing data in
a DHT or IPFS. The question is how we can identify users. The IPFS decentralized
web hosting environment is an excellent solution to keep most systems decentralized
without thinking about blockchain’s memory limitations. Finally, we model two video
conferencing scenarios combining blockchain and IPFS with decentralized property and
immutable features. Although the blockchain is an excellent solution to keep transaction
data immutable in this contribution, it cannot answer the research question alone. This
contribution is needed to cover multi-user identification and user privacy issues.

3.2 Thesis Conclusion and Future Work

This thesis has reviewed several research challenges concerning extending the def-
inition of scalability and security in a decentralized manner. First, we explained the
methodology for our study, and we started our research by reviewing and presenting two
research questions. Then, we showed scalability and secure data storage as two major
research motivations. Next, this thesis showed recent research in IoT systems and their
common challenges when decentralized applications are combined with the blockchain
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and DHT. Moreover, we proved this combination that had better efficiency by present-
ing a video conference applications concept. It uses ML algorithm techniques to solve
user identification problems in a decentralized fashion. Finally, we showed our models
overcome the scalability and security issues in decentralized manner.

There are several directions for future research in order to complete and advance the
work presented in this thesis. The most immediate future work is related to the second
and third contribution. The following can be considered as the future of this research.

We intend to further evaluate the proposed model in the second contribution, which is
needed to increase the security and scalability of decentralized systems. In addition, this
investigation is required to better understand the reliability of the proposed model-based
IPFS and Blockchain. Finally, the developed blockchain-IPFS model needs to be further
tested by using more different scenarios to better evaluate their efficiency.

Many IoT systems are currently being migrated to decentralized systems that must
manage a huge amount of transactions. Therefore, security and transaction order must
be taken care of in such systems. The blockchain can solve the issue in many cases, but
there are some limitations and leakage in these systems. Moreover, finding the best smart
contract and storage limitation are considered two of the challenges in the blockchains.
Although distributed hash tables can help mitigate the storage limitation, large-scale IoT
systems need to be researched further to increase the efficiency of these systems.
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